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Knowledge is of no value unless 

you put it into practice

Cloud Security Consultant

LinkedIn
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Get your mindset cloud ready!

Senior Consultant

LinkedIn
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Quelle: https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/

6 000 000 000 000

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Cyber-Aktivisten Cyber-Kriminelle Wirtschafts-

spionage

Staatliche 

Nachrichtendienste

01 02 03 04

Wer sind die 

Angreifer?

Quelle: https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/BSI-A-CS_012.pdf

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/BSI-A-CS_012.pdf
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Staatliche 

Akteure

Cyber-Terroristen Skript-Kiddies

05 06 07

Quelle: https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/BSI-A-CS_012.pdf

Ehemalige

Mitarbeiter

08

Wer sind die 

Angreifer?

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/BSI-A-CS_012.pdf
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Arten von 

Angriffen
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Phishing Unpatched
vulnerabilities

DDoS SQL Injection Cross site scripting Hacktivist-
originated attacks

Advanced
Persistent

Treatments

Cyberattacks faced by critical infrastructre owners

Steigende Kosten für die Angriffe

Quelle: https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/BSI-A-CS_012.pdf

Steigende erwartete Gewinne für die Angreifer

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/BSI-A-CS_012.pdf
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Quelle: https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Seven_Ways_to_Apply_the_Cyber_Kill_Chain_with_a_Threat_Intelligence_Platform.pdf

https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/Seven_Ways_to_Apply_the_Cyber_Kill_Chain_with_a_Threat_Intelligence_Platform.pdf
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1 2 3 4

5 6 7

Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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1

Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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2

Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf


P
re

v
io

u
s

N
e

x
t

15

5

Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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Quelle: https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf

https://pandanews.de/wp-content/uploads/Whitepaper-Cyberangriffe-verstehen-Die-Cyber-Kill-Chain.pdf
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